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1
Decision/action requested

To approve the skeleton proposed in Clause 3 (Detailed proposal) below.
2
Rationale
It is important for specification itself and is helpful for readers of specification if requirements on related functions/entities clearly state “Subscriber privacy” related requirements. Therefore various sub-clauses are proposed.

Note that followings are new terms: 
(1) SUCI denotes “Subscription Concealed Identifier”. It is a new proposed term for denoting the encrypted IMSI sent by UE instead of SUPI. 

(2) SIDF denotes “Subscription Identifier De-concealing Function”. It is a new proposed term/function for denoting the function responsible for decrypting the SUCI sent by UE instead of SUPI. 
(3) Privacy key refers to the raw public key of the home network, and related information that are needed by the UE to generate the SUCI. It is proposed that the privacy key is defined as a collection of information that includes at least the raw public key, key identifier, and the identifier of the protection scheme. 
When talking about privacy in general, it is proposed that TS 33.501 uses term "Subscriber privacy" because the privacy concerns a real-person who is subscriber in our case. But when talking about identifier, it is also proposed that TS 33.501 uses term "subscription identifier" instead of "subscriber identifier", as was discussed during study phase.   
3
Detailed proposal 
*** BEGIN CHANGES ***
3
Definitions, symbols and abbreviations

Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
Privacy key: The collection of information for privacy protecting the SUPI, including at least the raw public key of the home network, the identifier of the raw public key, and the identifier of the protection scheme. The privacy key also contains a digital signature generated using the corresponding private key of the home network. 
Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 
Subscription Concealed Identifier: The one-time subscription identifier, for privacy protecting the SUPI, which contains concealed subscription identifier (e.g., MSIN), home network identifiers (e.g., MCC and MNC).
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE: If it is not clear from the context, which meaning the acronym AMF has, it is spelled out. 
IKE
Internet Key Exchange

NAS
Non Access Stratum 
QoS
Quality of Service 
SEG
Security Gateway
SIDF
Subscription Identifier De-concealing Function 

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 
Editor's Note: SIDF, SUCI, and SUPI will updated after getting response from SA WG2.
UE
User Equipment

UPF
User Plane Function

*** NEXT CHANGES ***
5.1
Requirements on the UE
5.1.5

Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

*** NEXT CHANGES ***
5.3
Requirements on the AMF

5.3.4

Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.
*** NEXT CHANGES ***
5.Y

Requirements on the AUSF 

Editor's Note: This sub-clause will contain general, high-level requirements on the AUSF related to various security and privacy aspects. Requirements should not unnecessarily delve into solutions.
5.Y.1 
Subscriber privacy
Editor's Note: This sub-clause will contain general, high-level requirements on the AUSF related to at least the core network subscription identifiers (i.e., SUPI/SUCI). Requirements should not unnecessarily delve into solutions.
*** NEXT CHANGES ***
5.Z

Requirements on the SIDF 

5.Z.1 
Subscriber privacy
Editor's Note: This sub-clause will contain general, high-level requirements on the SIDF related to at least the core network subscription identifiers (i.e., SUPI/SUCI). Requirements should not unnecessarily delve into solutions. 
*** NEXT CHANGES ***
6.8
Subscription identifier privacy

Editor's Note: The content of this clause depends on the decisions on security area #7 in TR 33.899. 

6.8.1

Subscription permanent identifier 

6.8.2

Subscription concealed identifier

Editor's Note: This clause will describe details of SUCI format, e.g., indication of privacy key identifier, etc. 
6.8.3

Subscription temporary identifier

NOTE: This subclause is about the temporary subscription identifier shared between UE and core network. RAN level identifiers are handled in clause 7. 

6.8.4

Subscription identification procedure

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier.

*** END OF CHANGES ***
�Content proposed in S3-171778 and S3-171783


�Content proposed in S3-171778 and S3-171783


�Content proposed in S3-171778


�Content proposed in S3-171778


�This clause should simply state that how/when SUCI is calculated by the UE, and under which circumstances the UE is allowed to use SUPI – if any. 





The potential SEAF/AUSF/SIDF behaviour should be described in authentication related clauses (i.e. 6.1.2, and 6.1.3). 





Content proposed in S3-171782


�Content proposed in S3-171786


�Content proposed in S3-171783


�This clause should describe 5G equivalents of Identity request/response messages. 





Authentication flows should not be repeated. 





Content proposed in S3-171784





